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Physical Access Control and Tailgating Prevention Policy 
Purpose:  
This policy establishes requirements for physical access to [Company Name] facilities to protect our employees, assets, intellectual property, and sensitive information from unauthorized access. 
Scope:  
This policy applies to all employees, contractors, vendors, and visitors at all [Company Name] locations. 
Policy Statements: 
1. Individual Credential Use: Every person must use their own credentials (badge, keycard, PIN, or biometric authentication) to access secure areas. Sharing credentials is strictly prohibited. 
2. No Tailgating: Employees must not allow any person to enter a secure area behind them without that person using their own credentials. This applies regardless of whether the person appears to be an employee, contractor, or visitor. 
3. Door Management: Employees must ensure doors close completely behind them. Do not hold doors open for others approaching secure entrances. 
4. Credential Visibility: Employee badges must be worn visibly at all times while on company property. Badges should display the employee's photo, name, and department. 
5. Challenging Unidentified Individuals: If someone attempts to follow you through a secure entrance: 
   - Politely ask: "Do you have your badge with you?" or "Can I direct you to the visitor check-in?" 
   - If they cannot provide credentials, direct them to the main reception or security desk 
   - Never confront someone if you feel unsafe. Instead, immediately contact security at [phone number] 
   - Report the incident to your supervisor and security within [timeframe] 
6. Visitor Management: All visitors, vendors, and contractors must: 
   - Check in at the main reception desk 
   - Receive and display a temporary visitor badge 
   - Be escorted by an authorized employee while in restricted areas 
   - Return visitor badges upon departure 
7. Reporting: Employees must report: 
   - Any instance of someone attempting to tailgate 
   - Individuals without visible badges in secure areas 
   - Suspicious behavior near access points 
   - Lost or stolen credentials immediately 
8. Compliance: Failure to follow this policy may result in disciplinary action up to and including termination. Employees who follow these protocols in good faith will be supported by management even if the challenged individual proves to be authorized. 
For Manufacturing Facilities, Add: 
9. Production Area Access: Access to manufacturing floors requires [specific credential level]. Employees must badge in when transitioning from office areas to production areas. 
10. Loading Dock Procedures: Delivery personnel must remain in designated receiving areas unless escorted by authorized [Company Name] personnel. Loading dock doors must not be used as general access points. 
11. Shift Change Protocols: During shift changes, employees must remain especially vigilant. High-traffic periods do not exempt anyone from individual credential use requirements. 
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