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How to Use This Toolkit
Replace bracketed placeholders with company-specific information. Confirm the final requirements with your internal information technology team, managed service provider, legal counsel, cyber insurance advisor, or compliance professional as appropriate.
	Important: NIST SP 800-63B-4 is written for digital identity systems. This template translates its password recommendations into a business policy starting point. It does not automatically establish compliance with CMMC, NIST SP 800-171, SOC 2, cyber insurance, or another framework.


Why Password Policies Changed
Older policies often required complicated passwords and forced changes every 60 or 90 days. Current NIST guidance places greater emphasis on length, screening new passwords against known compromised values, allowing password managers, limiting failed login attempts, and changing passwords when compromise is suspected or confirmed. Passwords alone are not phishing-resistant, so businesses should also require stronger multi-factor authentication and adopt passkeys or security keys where supported.
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Disclaimer
This sample policy should be customized for your company, regulatory obligations, contractual requirements, technology environment, and risk profile. It is intended as a starting point and is not legal advice.


1. Purpose
This policy establishes minimum requirements for creating, storing, sharing, protecting, recovering, and retiring passwords and other authentication credentials used to access company systems, applications, devices, services, and data.
2. Scope
This policy applies to employees, owners, executives, contractors, temporary workers, interns, vendors, managed service providers, and other third parties with authorized access to company systems or data.
3. Password Length
Passwords used as a single authentication factor must contain at least 15 characters whenever technically supported. Systems that use passwords only as part of multi-factor authentication may permit a minimum of eight characters, but longer unique passwords generated and stored by the approved password manager remain the company standard.
	STACK TIP  Long passwords are easier to manage when employees use a company-approved password manager instead of memorizing them.


4. Password Requirements
Use a unique password for every business account.
Use the approved password manager to generate long, random passwords whenever possible.
Do not require arbitrary mixtures of uppercase letters, lowercase letters, numbers, and symbols when the system follows current NIST guidance.
Never reuse a company password for a personal account.
Never share passwords through email, text messages, Teams, Slack, or similar tools.
Never store passwords in spreadsheets, word-processing files, unapproved notes, or browsers.
5. Compromised-Password Screening
New and changed passwords must be checked against a blocklist of commonly used, expected, or known compromised passwords whenever the technology supports it. A rejected password must be replaced rather than modified with a predictable number, symbol, or capitalization pattern.
	STACK TIP  Compromised-password screening should happen when a password is created or changed. Avoid continuously checking employee passwords in ways that expose them.


6. Password Managers
Employees must store company credentials only in the company-approved password manager. The password manager must use MFA and should support password generation, encrypted vaults, role-based sharing, audit activity, and administrative access controls.
	STACK TIP  Require MFA for the password manager itself. The vault protects many accounts and should receive the strongest available authentication.


7. Multi-Factor Authentication
MFA is required for email, Microsoft 365, remote access, administrative accounts, password managers, financial systems, cloud storage, and other business-critical services whenever supported. Phishing-resistant methods such as passkeys and FIDO2 security keys are preferred. When those methods are unavailable, authenticator applications with number matching are preferred over SMS or voice codes.
	STACK TIP  SMS is better than no MFA, but passkeys and security keys offer stronger protection against phishing.


8. Password Changes
Passwords must not be changed solely because a fixed number of days has passed. Passwords must be changed promptly when compromise is suspected or confirmed, credentials were entered into a phishing site, malware is detected, unauthorized access is observed, or information technology directs a reset after an incident.
	STACK TIP  Forced expiration can lead to predictable changes such as Spring2026! becoming Summer2026!. Reset based on risk and evidence instead.


9. Password Reset and Recovery
Password resets must verify the requester through approved channels. Recovery must not rely solely on security questions or information readily available through email, social media, public records, or previous data breaches.
10. Browser Passwords
Business credentials may not be stored in consumer web-browser password storage. Existing browser-stored credentials must be migrated into the approved password manager and removed from the browser.
11. Shared Credentials
Shared credentials should be eliminated whenever individual accounts are available. When sharing is unavoidable, credentials must be stored in an approved shared vault with role-based permissions, named owners, and an auditable access process.
	STACK TIP  A shared vault allows access without revealing the password and makes offboarding easier.


12. Privileged Accounts
Administrative and privileged accounts require separate credentials, MFA, limited assignment, logging, and periodic review. Privileged accounts must not be used for routine email, web browsing, or daily work.
	STACK TIP  Use separate named administrator accounts so actions can be traced to an individual.


13. Service Accounts and Application Credentials
Service accounts, API keys, automation credentials, tokens, and other non-human credentials must have assigned owners, documented business purposes, secure storage, least-privilege permissions, and periodic reviews. They may not be embedded in unsecured scripts, spreadsheets, email, or chat.
	STACK TIP  Non-human credentials are easy to overlook. Include them in inventories, reviews, and incident response.


14. Vendor and Third-Party Access
Vendors and third parties must use unique accounts whenever possible. Access must use MFA when supported, follow least privilege, be reviewed periodically, and be removed promptly when the business need ends.
15. Passkeys
Passkeys should be adopted where supported because they can reduce exposure to phishing and password reuse. The company must maintain approved enrollment, device management, backup, and recovery procedures.
	STACK TIP  Plan recovery before rolling out passkeys so a lost device does not become an account-lockout event.


16. AI Systems
Employees may not enter company passwords, API keys, authentication tokens, recovery codes, client credentials, or other sensitive authentication information into public or unapproved generative AI systems.
17. Employee Offboarding
Upon separation or a role change, the company must disable accounts, remove MFA methods, revoke password-vault access, rotate affected shared credentials, recover company devices, and document completion.
18. Reporting Suspected Credential Exposure
Employees must immediately report suspected password exposure, phishing entry, unexpected MFA prompts, password-manager alerts, or unusual login activity through the approved reporting process: [Insert reporting method].
19. Security Awareness
Employees must receive recurring training on password security, password managers, phishing, MFA, passkeys, credential sharing, AI risks, and incident reporting.
20. Exceptions
Exceptions must be documented, risk reviewed, time limited, approved by [role], and reevaluated before renewal.
21. Review Cadence
This policy must be reviewed at least annually and after significant system changes, authentication changes, regulatory or contract changes, cyber insurance renewals, or credential-related incidents.


Implementation Checklist
☐  Approved password manager selected and deployed
☐  MFA enabled for email, remote access, privileged accounts, password manager, financial systems, and cloud storage
☐  Phishing-resistant MFA evaluated for critical applications
☐  Browser-stored passwords migrated and removed
☐  Compromised-password screening enabled where supported
☐  Failed-login throttling or account protections configured
☐  Shared accounts inventoried and reduced
☐  Privileged accounts separated from daily-use accounts
☐  Service accounts, API keys, and application credentials inventoried
☐  Vendor and third-party access reviewed
☐  Employee onboarding and offboarding steps documented
☐  Credential incident reporting process communicated
☐  Passkey adoption roadmap reviewed
☐  Annual employee training completed
☐  Policy approved and scheduled for annual review
Password Incident Checklist
☐  Notify information technology or the managed service provider immediately
☐  Change the affected password and any reused or related password
☐  Review account login history, active sessions, forwarding rules, and recovery methods
☐  Reset or re-register MFA when appropriate
☐  Scan the affected device for malware
☐  Check for unauthorized password-manager access or exported vault data
☐  Review related shared, vendor, service, and administrative credentials
☐  Preserve evidence and document actions taken
☐  Determine whether notification, insurance, legal, or compliance obligations apply
☐  Complete a lessons-learned review and update controls
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